
Avoiding SCAM and SPAM attacks 



SPAM and SCAM 

• SPAM is generally understood to be any 
unwanted or unsolicited message via text, 
email or voice. 

• A SCAM is generally understood to be 
malicious in intent and is often delivered 
within a spam message 



Basic steps to control Spam 

• Incoming spam and scam attacks almost 
always contain data which identifies the call as 
unwanted and from dubious sources 

• These data can be seen by the recipient (You), 
eg in emails (by hovering over sender’s URL), 
AND by your phone and computer via the 
message metadata 

• You manually control the hover button eg 
when suspicious email is viewed, but your 
device can automatically filter the incoming 
spam before you see it. 



Manually control Spam 

• If it is an SMS text message on your phone, 
hold finger on the message and then select 
the ‘report as spam/block message’ option 

 

• You can also UNSUBSCRIBE from annoying 
emails, usually by selecting the ‘unsubscribe’ 
link at the bottom of the offending email.  

 



Automatically Block incoming Spam 

Including incoming SPAM text messages (and spam 
calls to your Android phone): 

• Open the Text            (or Phone           ) App on your 
phone 

• Tap the three dots in top RH corner of your screen 

• Select ’SETTINGS’ option 

• Select ‘spam protection’ (or ‘Caller ID and spam’)  

• Select ‘Enable spam protection’ (or ‘Filter spam 
calls’) 

• Return to home screen 
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https://www.northamptonshireneighbourhoodalert.co.uk/ 



COVID-19 vaccination scam alert 
 

• We are aware that some people are receiving fraudulent calls 
and text messages offering the COVID-19 vaccination. 

• In some cases, people are asked to press a number on their 
keypad or to send a text message to confirm they wish to 
receive the vaccine. 

• Jabs are only being offered to members of the public over 80 

• The NHS will NEVER ask you to press a button on your keypad 
or send a text asking you to confirm you want the vaccine. 

• NEVER ask for payment for the vaccine or for your bank 
details. 

• If you receive a call you believe to be fraudulent, hang up. If 
you believe you have been the victim of fraud or identity theft 
you should report this directly to Action Fraud on 0300 123 
2040 

 



NHS Northampton scam 

• Be aware of the following scams and people offering or 
selling       

• Virus testing kits – these are only offered by NHS 

• Vaccines or miracle cures – there is currently no vaccine 
or cure 

• Overpriced or fake goods to protect yourself from 
coronavirus such as anti-bacterial products 

• Shopping or medication collection services 

• Breached stay home regulations scam: Fraudulent text 
messages from .GOV.UK issuing fines for leaving homes 

• Free school meals scam: Fraudulent messages to parents 
entitled to free school meals requesting bank details. 


