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Email Scams PROCEDURES

How to spot an email scam ...

If it is too good to be true .. IT'S A SCAM! =

If the world is about to collapse ... IT'S A SCAM! Pl St e

b Edwwdtytboy gl

. When you receive an unexpected
email, or even if it just coincidentally
arrives when you do stuff, be warned.

All of the examples here are REAL email
scams and have one thing in common:
They are designed to solicit a response. 20224014318

«  Take your time, the refund from the rﬁm\mﬂﬁ;mz L,
Tax office or your disconnection from BRUANDHRE £ b1,
Netflix can wait. If either looked true Crerm—————
then simply contact them by email or

telephone, using an address or number N0~ K7 755 SRR MO AN
YOU have independently looked up

Kaylee McMifan

NETFLIX

UNDER NO CIRCUMSTANCES CLICK
ON ANY LINK PROVIDED
> By doing this you may be fooled in
seeing a 'spoof’ login screen asking
you to enter further details ...
> If you continue you may become
subject to other scams, like being
phoned (from your Bank) about
the original scam, etc.
Be warned as in this case they
already know a lot about youl

UNSUCCESSFUL

From: "E.ON GAS REFUND" <admin@collectors.ne.jp>

Date: 22 July 2022 at 13:28:29 BST

To: Punter

Subject: E. paj 1:33118274G

yment
E.ON: Gas and electricity supplier e
l‘ 'n
Notice:

Our system indicates that an error in our billing procedures has.
led to an overcharge on your latest payment to us.
ing department has concluded that you are eligible

(not the one the message provided). ‘

Our
for a refund of £85 GBP view online.

E.ON Issuing Date: 22JULY 2022

<4— ALSO: Text messages (and social
media) may also be scams, like this
one below asking you to ring HSBC

fraud teamon E.ON Refundable Ammount: £85 GBP

E.ON Payment Method: E.ON Electronically by
card

For help with your E.ON account, tweet @eonhelp. 8am 8pm
Mon - Friday & 8am - 6pm Sat. UK.

E.ON Energy UK (@eonenergyuk). 100% renewable
yfor all our s as standard.

E.ONPlc.

Client Order ID -AZIZZDAXG TEST 3 NEW

This notice is to inform you that your previous year annual SCENT BOOSTERS ==y ] 1
subscription lapsed on 18 Aug 2022. y ) . E ¥
B l.l X

As you have opted for automatic payments, we are renewing your
subscription plan for this year against the device & internet security 3 ‘\,

shield \

\ ~ [gnor

As reminder . about...

|. HM Revenue & Customs’

We attempted to deliver your parcel.

Attempted Delivery Dale: 51312022 8:24:47 PM

The payment of § 379.78 is being processed from the updated

nominated payment method and it will appear on your banking
statement in few hours.

hipment Details

Jstatus: in transit
Jrracking Number: 1280047304272084
This is a recurring charge which will be automatically debited on 18 kkogistered Cusiomer
Aug 2023 ( Next Year) unless we get a verbal consent to deactivate
the current services.
5 JPiease reschedule your package for delivery .Confirm you
n case you change your mind and cancel/void the charges or stop the s ewanisor s chitvory il
auto debit payments , please contact us within 24 hours on the below

mentioned number.

For any queries or assistance , reach out to us # +1 806 717 2101

Irhank vou

ComputerPals is run by volunteers who provide their own knowledge and experience free of charge. Whilst

they endeavour to give the best advice possible there is no guarantee on the information given @ 2023 6
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KNOWLEDGE
How to spot an email scam ...
HOW TO (try to) SPOT A SCAM! .

HM Revenue
& Customs

When you receive an unexpected email, click on the sender name to

see who sent it, DOES IT MATCH the companies Domain*

* HM Revenue and Customs email was sent from service@hmed.co.uk B IERRNEE

« Example 1: UPS message arrived from info@twice.world not UPS\ ‘e

* Look at the link, (be careful) long click and hold over the link, read i SO,
the details. Not from UPS?, the domain is stancepunks.com ?2?? "

We attempted to deliver your parcel

I Dz CE \/@ @ Tap to show preview
@

stancepunks.com .
Thanks, http://stancepunks.com/mt/status/5? get

The United Parcel Service w.ups.com/gb/en/help-center/billing-
payment/pay.page

Membership Reminder
L (% e - message

other

info@twice.world

« Example 2: The Netflix Scam ... NSUSCESSFUL
1. Who sent it?
By clicking on the sender we get
support@modernplayersgear.com ?:
2. Inspecting the link, LONG CLICK
and HOLD, not Netflix but \

com-appsindon.com (NB: read from
the right dot by dot back from .COM)
3. Look up the owner of this domain name

by using the Who. is lookup service. : _
4. This lists the owner, but look at the disregard thi
date the site was created and the date

the email was sent !l Alarm Bells |
Re: New Activity other device, at Mon, July 18, 2022 9:16 AM

NB: Scammers can Ijack real websites, so not a guarantee

sginannctonfapps.com-appsindon.com

https://sginannctonfapps.com-
appsindon.com/
Important Dates

Expires On

20230717 . 2. %, -

Registered On 6" ¥
2022-07-17

Other Check Tool
DNS Lookup: ;r‘ho.i:c oo * The Technical bit.

Phishtank: https://phishtank.org The DOMAIN NAME: Every web/email address has a

. ) domain associated with it. In an email the domain name is
gleb CJRIFUST' Pl\’l::ps.-////www.ni\yw:f.com directly after the @ sign, and after HTTP:// in a web
can ' ps://scanuri.ne address. These names are separated by dots., ie:

DNS lookup:  https://dnschecker.org www.gov.uk/tax-codes and before any /'s. Read them right to

How to Report left, so UK then GOV, then WWW. The domain name is very
- difficult to spoof, but easy to make confusing. So none of
Send fo report@phishing.gov.uk the following are real. Watch for other dots, ? or hyphens
Send text messages send to 7726 www.gov-tax.uk, www.reclaim-your-tax-gov.uk, www.money-
(SPAM using phone keypad) back.gov.uk.hrmc.uk , hrmc.uk moneyback@taxoffice-

Also see: computerpals.co.uk/furtledox.pdf refunds.com and xyz.com/index.php?gov.uk click with care!

ComputerPals is run by volunteers who provide their own knowledge and experience free of charge. Whilst

they endeavour to give the best advice possible there is no guarantee on the information given ® 2023
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